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Cybersecurity

Practice of protecting computer systems, networks, and
sensitive data from theft, damage, or unauthorized
access.

Offensive security Defensive Security

e Improve security gaps before

e Hack things before threat actors do L
' adversaries find them.

e Simulate real-world cyberattacks and

e e Monitoring network traffic for
attempt to breach the organization's N N _ )
: : : suspicious activity, and implementing
defenses in order to identify

ers firewalls and other security measures
vulnerabilities and weaknesses. :
to prevent unauthorized access.

improve the organization's overall security posture

https://csrc.nist.gov/glossary/term/red_team_blue_team_approach

https://csrc.nist.gov/glossary/term/cybersecurity
https://www.nist.gov/publications/framework-improving-critical-infrastructure-cybersecurity
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Among the key findings of the report,
it notes that demand for cybersecurity talent is high
and continuing to grow, with a projected global

Remote Workforce (O 4 MINREAD [IhNEWS

Events

workforce gap of 3.12 million professionals Cybersecurity Jobs Remain Secure Despite

— International Information System Security Recession Fears
Certification Consortium (ISC)?
companies protect hard-to-find skill sets

MEWS ~

'E' CYBERSECURITY DIVE Dasp Dive  Library

« There still aren't enough cybersecurity workers to meet demand

Sirategy  Breaches  Vulnerability Cyberattacks  Threats Leadership

Over the last
three years,

A key indicator is the ratio of currently employed cybersecurity workers to new
openings, which gives an indication of how big the worker shortfall is. The

The cybersecurity talent shortage:

supply-demand ratio is currently 68 workers per 100 job openings, edging up

The outlook for 2023

The available potential workforce isn't keeping pace with demand, and experts

0/Y%

Source: Fortinet 2022 Cybersecurity Skills

Gap Global Research Repaort

from the previous period’s ratio of 65 workers per 100 openings. Based on these

ers, we need nearly 530( ore cybersecuri ‘kersi e US in orde : . :
numbers, we need nearly 530,000 more cybersecurity workers in the US in order blame a lack of interest from young people entering the job market.
to close current supply gaps.

https://cloud.connect.isc2.org/career-pursuers-report
https://www.nist.gov/system/files/documents/2022/07/06/NICE%20FactSheet_Workforce%20Demand_Final_20211202.pdftechnology/information-security-analysts.htm

tives expect to lay off members of cybersecurity teams in 2023, much

of organizations
reported actively
seeking to meet
diversity goals
when hiring new
graduates




Careers 1n Cyber
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gareer 1n cybersecurity.

ere are some reasohs to consider a

e High Salary - Security jobs have lucrative starting salaries.

e Excitement - Work in this field can involve legally hacking
systems or defending against cyberattacks, which is thrilling
and challenging.

e High Demand - There is an enormous gap of over 3.5 million

\ unfilled cyber positions globally. /

Digital Forensics
Examiner
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Security Engineer

Red Teamer

Malware Analyst
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Application Security | O 1M READ |2h

Al-Created YouTube Videos Spread Around
Malware

legitimate

bilender 30

Al-generated videos poca as tutorials on

e _ : :
and rmore 1 AL 5] images +] Widkgeoes F Shoppng HNuvven i Mo

Abouf 24000 000 resfis (U5 soconcis]

videos pretending to be
step-by-step tutorials
on how to access programs

Blender 2023 D
Blonder is an cxcellent program for snvone looking 1o leam 30 m
Blender is a fantasic toal H you W n-3d modeling. scutofin

ke + hetnswew. blendersd-aofwane can

DARKReading CionHereaaa ehem SD el DTI:
Infostealer Malware Market Booms, as
MFA Fatigue Sets In

Ad « mbpssrplenderidong Aechl 2 com

Open Sourc gation Source - Design and Mode

T &l THRIEET grapl

hatps. e blendesorg

blender.org - Home of the Blender project - Free and Open 3D ..
CHARGE" |9 the |Blest apzn movie by Blender Studio, . Comblne 20 with 30eght in 1he

The successful combo of stolen credentials and social engineering to breach networks is increasing

demand for infostealers on the Dark Web.

vikwpoi - Full animiation Suppoct with Gmon Skinmung ..

https://www.darkreading.com/application-security/ai-creating-compelling-youtube-videos-loaded-with-malware- MaliCiOUS Google SearCh FGSUltS (Sentinel Labs>

https://www.darkreading.com/threat-intelligence/infostealer-malware-market-booms-mfa-fatigue
https://www.sentinelone.com/blog/breaking-down-the-seo-poisoning-attack-how-attackers-are-hijacking-search-results/
https://blog.sekoia.io/stealc-a-copycat-of-vidar-and-raccoon-infostealers-gaining-in-popularity-part-1/
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VT-Graph shows the contacted domains that
have been interacted with by the malware and
also malicious files that have been
downloaded.

AI-Generated YouTube videos contain 1links to
information-stealing malware such as Vidar,
RedLine, and Raccoon.

https://www.spiceworks.com/it-security/cyber-risk-management/news/youtube-malware-distribution/amp/
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Typical Malware infection sequence

Victim's perspective Threat actor s perspective

Information Stealer Malware

Racoon Stealer Redline Stealer
P — S
X E-MAIL - BANE - CRYPTD
‘-?'..

1 = TN TN
STEALER 2022

LIFETIME ACTIA

WERES T PTaa

N

https://blog.qualys.com/vulnerabilities-threat-research/2022/95/@98/ursnif-malware-banks-on-news-events-for-phishing-attacks
https://malpedia.caad. fkie.fraunhofer.de/details/win.raccoon
https://any.run/cybersecurity-blog/raccoon-stealer-v2-malware-analysis/

https://cyberint.com/blog/research/redline-stealer/



Infection chain scenario
Malicious Word Document Pathway

i

(@
(@
Malicious Word Docx High obfuscated macro Extracted Powershell Next Stage Executable
o _ (Macro enabled) e Macro Executed by Downloads/extract e Another malicious
Phishing Email
AutoOpen() next stage payload
Function. e Malware
e Macro decrypts PS downloads more
script. malware from

Control Server

https://malpedia.caad. fkie.fraunhofer.de/details/win.raccoon
https://any.run/cybersecurity-blog/raccoon-stealer-v2-malware-analysis/
https://cyberint.com/blog/research/redline-stealer/
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Blue team

Performs :
Malware Triage and gather
Indicator of Compromise (IOCs)

Tools used:
e Windows 10 FlareVM
o Wireshark
O procexp
o Sublimetext

Red Team

Performs :

Simulate the attack

Crafted a Malicious Document
and malicious payload.

Setup a Meterpreter listener.

Tools used:
e Parrot OS
o Metasploit Framework.
o MSF venom.
o Python HTTP.
o Powershell scripts.
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3 Phase Cybersecurity
Roadmap




Year One. The Fundamentals

B N @ Operating Systems

Windows/Linux  Links

e https://tryhackme.com/room/linuxfundamentalspart1
o Install, Configure, e https://tryhackme.com/room/windowsfundamentals1xbx

Adminster e https://www.ibm.com/topics/virtual-machines
: e https://linuxjourney.com/

N Windows Internals * https://www.debian.org/doc/manuals/debian-handbook/index.en.html
* Secure and Harden e https://docs.microsoft.com/en-us/sysinternals/

0 CIS Benchmarks e https://www.cisecurity.org/cis-benchmarks

. | - - Books.

vlrtuallzatlﬁ“ . o s | LINUX BASICS |
Windows 7 Windows 7 BEY}ERISENC: FOR HACKERS

e Basics of Virtualization Internals Internals
e Virtualbox/Vmware/QEMU et mane, VL

threads, memary management,
and moaore

4 r f
https://wwwyékhilIsinfosec.com/web%—S—year—pIan—infosec/ / \ \




Year One: The Fundamentals

77O\
E— == Networking and Wek Development
N Y g P
0SI/TCP Model Links®

e https://www.softwaretestinghelp.com/computer-networking-basics/
e https://www.guru99.com/data-communication-computer-network-tutorial.html
e https://www.netacad.com/courses/packet-tracer

e Understand the layers
make up the model.

e Common protocols like e https://skillsforall.com/course/exploring-networking-cisco-packet-tracer
HTTP, SSH, FTP, SMB, e https://www.netacad.com/courses/networking
SMTP etc. e https://www.freecodecamp.org/

SECURITY+

et Certified Get Ahead

Wek Development

e HTML, CSS, Javascript
e Web stacks: LAMP,MERN,
Django, ASP.NET, etc.

i E ! 5 Eﬁ" =
F
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Year One: The Fundamentals

- ————————@T———
S

Programming skills and
Knowledge

e Powershell/bash scripts

o Automate your daily
tasks

e Start Simple with Python

e GO

e Javascript

o C++

e Develops intuition

/ /

$@®® Programming languages

Links.

e https://learn-bash.org/

e https://www.learnpython.org/

e https://www.learn-c.org/

e https://www.learn-cpp.org/

e https://nodejs.dev/en/learn/

e https://dev.java/learn/

e https://learn.microsoft.com/en-us/training/modules/introduction-to-powershell/

Books.:

lllllllll

Blackatbo gy prpytin o A
G T

WITH PYTHON

Python Proprameming far
Hackers and Pentesters

the self-taught

PROGRAMMER

H ACKING e

'.:Z. “THE ART OF EIF'LDI'!'A'HEI'H

o ERICHSaN

https://www.b/kAhilIsinfosec.com/webﬁ—S—year—plan—infosec//




Year Two. Cybersecurity Concepts

B\ @ Security Fundamentals
Security Concepts Links:
e Information Security * https://csrc.nist.gov/glossary
Terminologies e https://www.nist.gov/cyberframework
e CIA Triad Model e https://www.nccoe.nist.gov/publication/1800-25/VolA/index.html
e Attacks, threats, vulnerabilities, * https://www.cisecurity.org
risk e https://owasp.org/Top10/

Securlty Standards

e National Information Security
Technology (NIST) Standard

Specification NIST e

o RMF SP 800-53 R5

SECURE
CONTROLS
FRAMEWORK

ISO
IS0 27001 / 27002

l. \ \ A\

HiGH BASELINE

o Cybersecurity Framework
e CIS (Center for Internet Security)

&

CONF IDENTIALITY AVAILABILITY

T e P e o
3 .-:_._,--__.- ..-'.l__.-':.:..-:.___".r-' "__.-" i ..__,--.___.-‘.'____.-..___ g
i e

: R e e

/ 7 7 Y,

https://alIabcylésting.org/compIete—Iistf/f—cyber—security—standafs/ \ \ \ \



Year Two: Cybersecurity Concepts

= @ Frameworks/Methodology

Pentesting
Fundamentals

e PTES

e MITRE ATTACK

e Cyber Kill Chain

e OWASP Top 10

e OWASP Security Testing
Guide

e Analyze open source
reports pentest

e Understand Common
Security suite and tools.

r r Falr_ .
i e

.bla€khillsinfosec.com/webcagt-5-ye: al
/

Y, Fi

Links.

http://www.pentest-standard.org/index.php/Main_Page
https://attack.mitre.org/
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
https://www.unifiedkillchain.com/
https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://owasp.org/www-project-top-ten/
https://github.com/Sector443/awesome-list-of-public-pentesting-reports

MITRE ATT&CK IS AUTHORITATIVE & COMPLETE

PRE-ATT&CK ATT&CK"

RECON WEAPONIZE DELIWVER  EXPLOIT CONTROL EXECUTE MAINTAIM

||L |-.I vy, Privile LI rati
[y
C

Perslstense rilial ACCrEss




Year three: Getting hands dirty

o©
o‘)\O : : :
—— ¥ )) Autodidact learning + Practice
— @
Attack & Defend Links®
’ A!Dproach JISILIP (B ) Wiy e https://book.hacktricks.xyz/welcome/readme
dloreétr?ess' derstanding of e https://portswigger.net/web-security
din an un I . c e e .
O e e Saeraie Hn e https://github.com/digininja/DVWA
how todelec e e https://www.vulnhub.com/
(Adversary Simulation) e https://github.com/ashemery/exploitation-course
o Learn how Malware Operates e https://github.com/redcanaryco/atomic-red-team

and Types
o Setup vulnerable server and

attack it.
& vurd e C3 1

o Participate, Iden.tlfy your 1110 Hqu
weak spots and improve! 0101 01
"« Me

pICOCTF ) HACKTHEBOX

\ \ \ \

Practices on platforms:




Year four: Career hunt

®
4"; Connect with professionals in the industry and
_I£I_|- submit a jeb application.

e LinkedIn, JobStreet, Facebook groups, university career fairs, webinars, and
conferences.

e Volunteer works in Org

e Create a personal project, publish writeups, showcase your talent.

e Create a meaningful connection.
o 50 meaningful > 1000 connections in linkedin

Softskills Don't forget it ;)

Plaforms:

JobStreet.com




CITF: How the Best Hackers
Learn Their Craft



Capture The Flag 101

Jegpardy Style Attack-Defense

Defend

l

Teama | | Team 2
server(s)| |server(s)

https://ctf181.org/



REPLY . Discover Challenges » Challenge Originals Refermal program n
“CHALLENGES > -

Cyber Security Challenge About Learning Training Your Challenge Page

Typical Jecopardy CTF Page

Cyber Apocalypae 2023 - ... M Challerges A Soorsbaued

Irtesgper_CnarFion BGETH E125 1874 18,74 vaﬂllingumurhj 1 o Seek and uemﬂ“ 5 E SCORESw
& men LANE the wor(l}ds reakfas find

.

oy - T N S — R Completed on A4E023
Warmi -8 adadic S ikt ol B ki SRS £ 1093 PM with 4 fries

Crorve Syt 300 R,
30 y
aMAZEing portals
s Par flian Sabotamur 725 medism
- Gl ramibek DA e A6 i 20
1 .- L= i :
D v | 5
Wassel Carographer arn Feairel
_ Compicted on MVI2022 -
_ﬁ Bl v 1 Bt E v 935 hr & 1:38 AM with st one
il
Analogue Signal Procaaal 425 s

Last updaote on 1072072022 101N

AM

H Aeversing m 4 NEVEBEINE BHALLENGES show atl
s . SEE MORE STATS

£8 my team:
For the fun :D

12219
VW
Birary ' fis! .' | TouringZ S.p.A.

If you want to ask for help, you

Forensics

)
400
pts

Gamified
learning

Programming

can access the private Discord

Crypto Reversing
server and join the community.

GENERATE CODE



Where to find these CTF

PicoCTF CTF Time

P FIiﬂﬂCTF Learn = Fracbice Lompeta Classrosms -‘:1 BEgdng 3" t'FE TI:HE

CTF Events

Flarme 0 TEET Losaiban ‘Welphar  flaiws

- By iz = 10 points ey a | 10 prinds e dlls | 15 paints
bl Caragorsas [231)

Wik Ex i (45} Wave a flag Information Mice netcat..,

Cryptogranhy (50]

General 5 A ST = | 20 paints o] 20 prinds W = | 20 paints

Binary Exploitatiomn (37} « Bguupal Coanahlarsn

TARIDN

Lncatagarized

nlihEn

Fremqun fed mame

. + (

— - L\

ht+tone://ctf 101 oro/
o ®
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CTF Examples Question

Obedient Cat  [J = | 5 points

Tags: General Skills

Title
Shoert description

AUTHOR: SYREAL Hints @ AttachmEﬁt

Description m

This file has a flag in plain sight (aka "in-the-clear"). Iﬁ[.'?l.lt f lag
Download flag. T e

- - b, 4 user Desktop |
165,691 solves / 170,261 users attempted 2904

.;}' 3 lc? e flag (~/Desktop/sample Pico) - Pluma
{9?'4"3} Liked Jlﬂag File Edit View Search Tools Documents Help

n 1 Open ~ :

C e Bt o =y S e ey E D= 0
Felsdnlty v3rltl3a t28ac9l0

I picoCTF{s4n1ty_v3r1f13d_f28ac910} Submit
Flag




_TF SAMPLE CHRLLENGE

> ¥ Category: OSINT

File attachment name: WindowsXP.jpg

-——

Description:
What information can you possible get with
just one photo?

Flags to capture:
e What is this users avatar of?
e What city is this person in?
e What is his personal email address?
e What site did you find his email address
on?
e Where has he gone on holiday?
e What is this persons password?

https://tryhaﬁs{e.com/room/ohsiry / / \ \ \



? ‘ CTF CHRALLENGE RECAR
—— Understand the problem by & /M‘ _) 0x00000000000000000000 &Coeciint I

From miy house | can get free witi ;b

85081 - Go nuts!

researching. $exiftool Windows¥P.jpg | grep Copyright Basid: B4:50:50:AA88

woodT | |

* Google = Qi X
o We search OSINT Using Exiftool that we learn What is this users avatar of?
and stumble a from OSINT framework we Answer: Cat
Methodology called RIS mgtadata i th? e Simple google search of Owoodflint
e ——— g OSINT framework * Capyright:OWeadilint will reveal his accounts.
© We learn that Photos e He tweeted a Bssid which near in
Contains Metadata. his house.

[N
What is his personal email
address?

What is this persons password? What city is this person in?

SWET: penT yorOpper. Answer: OWoodflint@gmail.com AT A
Where has he gone on holiday? Looking to his github By researching again we find
Answer: OWoodflint@gmail.com account we can find that he out there is concept called
. ——— accidentally leaked his email "Wardriving" and based from
_ in one of repository. OSINT Framework.
OWoodflint's wordpress flag. Wigle is a database of

While doing the problem you

constantly researching new topics we
don't know and learn new concepts, | L ¢
techniques and methodologies. / | \ \ \

wireless access points and
cell tower locations

%

N
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CTF Learning Process

4

:EE::::::
Reflections Analysis
e ook back ® Understand the problem
e taking the time to reflect * Most of the time you will
Principles of CTF and look back at what you encounter unknown
have done problem.

e Examine the solution * Research Skills
. Applied, deliberate practice obtained © OSINT
. Autodidactic Learning o Google the Topic
. Creative Problem solving o

Implementation Planning
e Carry out the plan * Guess and check
o care and patience * Make an orderly list

e Persist with the plan that * Eliminate Possibilities

* You have chosen. If it * Look for a pattern
continues not to work ® Draw a picture
discard it and choose * Use a Model.
another

https://math.berkeley.edu/~gmelvin/polya.pdf ~
https://www.rsaconference.com/library/presentation/how-the-best-hackers-learn-their-craft



QSINT SRzLLS CHN BEE USED TO
FROFILE CYEERCRzMzNALE
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Romgn, peur imperiasd Hlex are semppted

[ X [T [T ] acrerrible. i
e been mscrgplad.  Ferlipr o st bisy booking ar 5 e bo Fecsuer s
Tiime, W dwe' | waske gour tise, Mobidy cam pecover pmr [ifer widisef e
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19 PRTR ha THIS HIDDEN SITE HAS BEEN SEIZED
i . St por) St ftf o b it = DI i cociim ) e N b o b it
e |- T e T W - AT K1 P R - Tty 0
:..'M_'"h-' el e T e ey i - J .,.
y 1 NetWalker ransomware gang
“-t":-l'l-il"s-ﬂsl-"*-"il-l e R - _— O ___L
whl Fpud § & & dakd (Y .
wits | lbmhedved | ouis member sentenced to 7 years in
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Researchers who analyzed the malware found "based on internet protocol addresses, data gleaned from US

Authorities soon tracked Sokolovsky’s that it contained metadata that pointed to the investigations into various Apple, Google, Microsoft, and
phone through Germany and eventually use of a Russian-made programming tool called Mega.nz accounts, aliases, email addresses, and personal
to The Netherlands, with his female Pelles C". The metadata also contained a information revealed on social media platforms, the Defendant
companion helpfully documenting every reference to a file path that contained the was identified by the Canadian authorities,” court documents
step of the trip on her Instagram username of the developer who created the revealed.
malware.
account.

https://darknetdiaries.com/transcript/54/

https://darknetdiaries.com/episode/58/
https://www.hackread.com/netwalker-ransomware-gang-member-imprisoned/
https://krebsonsecurity.com/2022/10/accused-raccoon-malware-developer-fled-ukraine-after-russian-invasion/
https://www.pcmag.com/news/us-indicts-ukrainian-for-raccoon-stealer-malware-that-hit-millions-of-computers



https://github.com/sOmd3v/be-a-hacker#how-to-avoid-burnouts
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Used hook sale
o Cost effective

e Supplementary material

Exam ohjectives remain the same

e Familiarity with older technologies

Historical information

Blue Team Training - LetsDefend &

https://letsdefend.io/

50% off code: BLCKFRDY

Deal ends: 2nd December

Offensive Security - Penetration Testing Training
https://www.offensive-security.com/learn-one/
20% off Learn One

Deal ends: 31st December

SEKTOR?7 Institute &=
https://institute.sektor/.net

25% off regular price with code: BEFICOM-22
Deal ends: Cyber Monday

Black Friday sales

GATHER:iNG RESOURCES

awesome pentest

Q Al BB images [ videos EDNews @ Maps Software

awesome-pentest

Aweesome Threat Detection and Hunting library - GitHub
M lECTEan nng b .I'I|":|_' o . Thi
| 4 Thid iRy oo o e ot el 1t

Google dorking or just simply search

Awesome {Topics? you can Currated list,

e discounted Prices/Certifications/Training

e https://github.com/0x90n/InfoSec-Black-Friday



/Hl:“.l.l TQ =TRY UPDATED

RSS Feed

convenient way to stay up-to-
date with multiple websites and
sources of information without
having to visit each site
individually.

R —

Twitter

Twitter is a great platform for
staying up-to-date with the latest
news and developments in the
field of information security
(InfoSec).

InfoSec
Communities

Communities are typically focused on
helping people learn about security,
providing a platform for security
professionals to network and collaborate,
or sharing the latest security news and
developments.



“HOW TO STAY UPDATED
i | o —

RSS feeds are a great way to stay updated on
the latest content from websites you follow

without having to visit each wehsite

lndividually

Liferes

Libscriolons.  Fesd  Hem View  laods  Search

-|- Mew Subscription,.. 4 Mark ltermns Read £ ). n Mext Lnread ttam e Lipaate All Q Searchall Feeds..

= Unread s Folder: Dp:ﬂEi_‘E-r-l:-r.-r Security

- ) [
o mpartant 4 chdldren with T80 unread headlines

Malware targeting SonicWall devices could survive
firmware updates
M Resezrthers 1 Mardiant have identified & malware campaign targeting
ot ) L , “hii _.-I..I. | '.l 5 '._'II . I'-:r-'l-'-" ':;"!"l AACES !-_'ll'l'r e g e 2 -“i inEs= o _I._ n -!_"_‘
:;ll.-_l';|IrJ|'_:1 Tabware was il kely deployen im du27, anciwas abl2 o

== [2iEl
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E:'E":-U r|Fj,-" Jj o "I' E v . i TikTok "a loaded gun" says NSA
Headlines az Amiericas

EI Jark Heading seneral Pl Mekesone, Chiecton ol e bati onet Seconty Agency (NSAL
spegiking aka U5 Senate hearing on Wednesday, the

Efvidware Carbon Black

apt - Hentnetline
SuperDataScience - W <aeriineione
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b B Blogs Update Android now! Two critical vulnerabilities patched
[ e The March security updates for Android include fizes for bwe critical remote

. o I g
Daily StermCast k[ Crypt
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HANS | ' pras v B2 CVE & Explaits

malicious -
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[REE [RIFRISIEE " -
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"How To STAY UPDATED
S,

— I =l s —O If > Il — |
. = | =l Sec_Vendors @4 t4p o+ | [E Malware&RE_Community o= | =] Mentors&Gurus @ =p <~ || 5l Academy @ tan = | =] BugHunt @z 14
— 55 SentinelOne . @Sentineldne  &h : vx-underground Gveunderg... 20 11 OccupytheWeb Retweeted Pentester Academy @ 5ecu... Gm bugcrowd ' @ Bugcrowd
() be @ Here's a practical guide to E Some individuals from Fiverr, an 4 OccupytheWeb @it... 15 Oct 2022 - ' Looking for a training and When our social media m
= hunting malware infections on online freelancer marketplace, %! scaDAACS Haci{:rng is THE development platform for your hits up researchers 3 time
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HOW TO RETAIN
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Zettelkasten Note-taking apps

note-taking method that involves Such as Obsidian, Notion,

creating small, interconnected Evernote, TiddlyWiki and Roam
notes or "slips" that can be AeeaE

linked together to form a
knowledge graph.

Spaced
Repetition

learning technique that uses
flashcards to help you remember and
recall information. which involves
repeating information at increasingly
spaced intervals to improve memory
retention.



Qperating Systems

Windows Internals

Windows-install-and
canfigune

Windows-versions-and-

windows-navigaling-using- !

g C

Windaws-understand-

permisshons
Windows-installing-apps

Window s-performing-cnid-

an-files
Windows-troubleshagtong

Wil o - S0 M-

commands
Linux-install-and-configure

Linux=versions=and-
diflarences

Linux=-nawvigating=using -gui-

YA -Technalogies-proomos ahd-

Linug-understand-
parmissions

Virtualization-basics

e

Ultra learning MD notebook

template

ng_kap | Checklist

Metworking Knowledge 5t
Osi-modal

comman-ports
s5l-and-lis=-Dasics
basics-of-nas-and-san
basics-of-subnatting

ip=-terminglogy

ip=tEminalogy-public-vs- : e b
private-ip-addrasses m

ip-terminology-localhost

common-cloud-
ip=terminology-loopback i ETVITONMENtS
ip-terminology=wan i aws
ip=terminology -chdr

ip-r,:::rrun:::l::u;'.'-5|_||'_|r||::r,-|-|a.5l-:, :

network-topologies-defauli- comman-cloud-storage
gataway

nelwork-lopologies-star-

fopo ) oy

network-topolonies-ring

tapalogy

£ YOUR ROADMARP TEMRPLATE

e Contains plugins and templates that can help
you retain your learning

Notebook template:
https://drive.google.com/file/d/1xNAuePD9SM7mwrnMdR
DeIlgnbWy6msbcy/view?usp=sharing

RSS feedlist:
https://drive.google.com/file/d/1YJgF3mjueOjuiRréulLgN
BE3sUvwUFLF/view?usp=share_link

How to use it.
1.Download the obsidian note taking app
a. https://obsidian.md
2.Download and extract the template
3.0pen as vault and specify the template
directory

Tutorial in setting up your own:
https://www.youtube.com/watch?v=E6ySG7xYgjY
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GuideM Training Center

Cybersecurity live training

X

. courses such as Cyber Defense, Threat Hunting, o
GUIDEM Digital Forensics, Memory Analysis and some »\%‘
https://www.facebook.com/guidemtraining
R S S v S
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Assoclation of Computer Science Student

AESS

ASSICTATIN OF COMFUTER
SCIEMCE STUDENTS

ACSS Be part of our team we will conduct
CTF competitions, hackthons and webinars.

bit.1y/ACSSRecForm




